
Cox Automotive standardizes cloud security 
analytics across 16 subsidiaries, saving $700k
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“Ingesting entire raw VPC flow log data wasn’t 
cost-effective for us. The data lake we built on 
AWS using Upsolver saved us $700k without 
compromising on users’ satisfaction. Plus, we 
can take advantage of Splunk indexing by 
streaming relevant data into it from the lake.” 
Michael Neuburger, Director, Enterprise Database Management at Cox Automotive

Becoming The Digital Thread Between Auto 
Industry Stakeholders
Cox Automotive is transforming the way the world buys, 
sells, owns, and uses vehicles. Working with more than 
40,000 auto dealer clients across five continents, the 
company has created a suite of digital tools that helps 
bridge the gap between consumers, manufacturers, 
dealers, and lenders at every stage of the automotive 
experience. Cox Automotive is a proven innovator that 
makes it possible for clients to compete and modernize 
their business in the face of ever-increasing consumer 
demand for more seamless offline-to-online processes.

As an industry leader, when a vast digital market 
expansion ensued, Cox Automotive made the decision 
to move its products to the cloud from 40+ data centers. 
Their modernized cloud architecture and organic 
business expansion resulted in exponential data growth, 
making real-time operations analytics imperative. 
Already utilizing Amazon AWS to onboard products 
quickly, Cox Automotive turned to Upsolver and Amazon 
Athena for analyzing operations in real-time and at scale.

C U S TO M E R S TO RY
This case study is based on the Upsolver platform and was originally 
published on Upsolver.com. Upsolver is now part of Qlik, and the 
platform is being integrated into Qlik Talend Cloud.

on improving responses to 
security threats across the 
25 Cox Automotive brands 
in the U.S., including 
Autotrader, Kelley Blue 
Book, and Manheim

in cost savings

time to production 
instead of months

$700K
30 

days

Substantial 
impact

Using log analytics on AWS data lake to exponentially 
improve operations across business units and help 
standardize security among subsidiaries amid move to 
the cloud.
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Improving Operations and Standardizing Security
Data captured by the cloud became a major information hub for analyzing 
and monitoring applications across organizations. The operations teams 
use metrics to understand cloud consumption and costs. Security 
teams rely on the data to detect threats in real-time, calculate network 
traffic statistics, troubleshoot connectivity issues, and more. New cloud 
environments also allow Cox Automotive to onboard applications and 
data even faster than before, though the increasing data volume is not 
without its challenges:

Exponential cost with rapid business and data growth: ingesting and 
storing data in its raw form is difficult due to high costs.

Scalability with business growth: onboarding new applications is 
a long process that requires a dedicated team with an experienced 
coding background.

Business agility: retention of data long term is required to build machine 
learning models or replay data from its raw form when needed.

Using log analytics on AWS data lake to save millions
Upsolver and Amazon Athena are being used together to deliver an end-
to-end solution for streaming data analytics that is quick to set up and 
easy to operate without coding. Upsolver processes the raw data to gain 
powerful visibility into the cloud operations to ensure application uptime 
and stability while minimizing costs by only ingesting relevant data 
into Splunk. The architecture also scales elastically using cloud-native 
computing and storage without manual maintenance. Cox Automotive 
did just that. Rather than spending hundreds of thousands of dollars 
to send their raw VPC flow log data directly to a log analytics engine, 
the company moved to a cloud data lake architecture to store all log 
data in Amazon S3, query it with Amazon Athena using SQL, and push 
relevant data into Splunk when it’s needed to do a deeper dive into a 
security anomaly.

“We evaluated other 
solutions and they 
required dedicated, 
seasoned developers 
to spend months 
on implementation 
and maintenance. 
Using Upsolver, we 
were in production in 
30 days.”
Michael Neuburger,  
Director, Enterprise  
Database Management at  
Cox Automotive

Amazon VPC 
Flow logs

Ingestion 
(Upsolver)

Amazon SQS S3 
All Events

Transformations 
(Upsolver)

Hot Data Set

Full  
Data Set

Log 
analytics engine

SQL 
query engine

Cox Automotive’s 
Data Architecture



About Qlik
Qlik transforms complex data landscapes into actionable insights, driving strategic business outcomes. Serving over 
40,000 global customers, our portfolio leverages advanced, enterprise-grade AI/ML and pervasive data quality. We 
excel in data integration and governance, offering comprehensive solutions that work with diverse data sources. 
Intuitive and real-time analytics from Qlik uncover hidden patterns, empowering teams to address complex challenges 
and seize new opportunities. Our AI/ML tools, both practical and scalable, lead to better decisions, faster. As strategic 
partners, our platform-agnostic technology and expertise make our customers more competitive.
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Upsolver optimizes Cox Automotive’s data analytics and storage 
through its unique technology:

•	Easy-to-use user interface (UI) 
and SQL: fast time-to-analytics 
with effortless cloud deployment 
and reduces engineering 
complexity with over 200 built-in 
functions.

•	Upsolver compute engine: 
transform, aggregate, and enrich 
data generated by multiple cloud 
environments. Utilize Amazon 
Athena to analyze and visualize 
operational data in minutes.

•	Reduce data duplications and 
ingest the essential elements 
into Splunk by replaying data for 
a specific time window or event.

•	Automated and scalable 
workflow: cloud-native backend 
automation and orchestration, 
easily achieve reliable scalability 
and elasticity to provide 
consistent performance 
regardless of data volume or 
processing power required by 
analytical models.

•	Amazon Athena optimization: 
up to 50x faster query 
performance with Upsolver’s 
out-of-box optimizations 
over Apache Parquet such 
as compaction, partitioning, 
compression, and 
preaggregations.

For more details on the 
joint solution, visit the 
web page on

Qlik Open Lakehouse

https://www.qlik.com/us/ products/qlik-open-lakehouse

